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Between 2010 and 2020, more than 38 billion
records were exposed by 40,000 data hacks.
Although many of these hacks were carried out on
a smaller, less harmful scale, several gained
access to government records and the records of
millions of Americans. Large-scale data breaches
have been occurring at an increasing rate,
especially due to the support these hacking groups
receive from countries such as Russia, China, Iran,
and North Korea." These attacks have
demonstrated a need to update U.S. cybersecurity
measures to protect against further intrusions.
While there are new and emerging methods to
strengthen cybersecurity, the Cybersecurity and
Infrastructure Security Agency (CISA) and other
federal agencies conducting information
technology (IT) research should begin to research
and develop a sustainable blockchain model to
protect sensitive government data against
cyberattacks.

The Federal Government's
Vulnerability to Cyberattacks

In May 2021, President Biden signed the “Executive
Order on Improving the Nation’s Cybersecurity,”
which outlined policies intended to prevent, detect,
assess, and remediate future cyber incidents.? This
executive order was in response to several
cyberattacks that federal agencies have
experienced in recent years and showcased the
Biden Administration’s commitment to protecting
federal agencies from future cyberattacks. In 2015,

the U.S. Office of Personnel and Management
(OPM) discovered two separate, but related, cyber
breaches. With the discovery of the first breach in
early 2015, OPM found that 4.2 million current and
former employees of the federal government had
their personal data stolen. Then, in June of the
same year, OPM discovered that the background
investigation records of 21.5 million individuals
had been breached. These records included
information such as the Social Security numbers
of current, former, and potential federal employees
and contractors.®

In November 2020, a cybersecurity firm reported a
breach in a cyber platform established by the
network management software company
SolarWinds. The breach was initiated by the
Russian Foreign Intelligence Service (SVR) in
February 2019 by placing malware in an update to
SolarWinds’ network management and monitoring
products. By hacking into this network, the Russian
SVR was granted unauthorized access to the data
of an estimated 18,000 SolarWinds customers,
including the unclassified systems of several
federal agencies.* Some of the most
consequential breaches included the intrusion into
the Treasury Department’s email system, as well
as software at the Los Alamos National
Laboratory, which develops and designs nuclear
weapons. The SVR was also able to access several
technology and service providers of the
government, including Microsoft, Cisco, and
CrowdStrike, despite some not employing
SolarWinds technology.®
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These cyberattacks prompted Congress to greatly
increase the federal IT budget. It is estimated that
the budget for IT at federal agencies in FY 2023
will be $65 billion, with $10.9 billion for civilian
cybersecurity. The large budget allows for the
delivery of critical citizen services and protection
of sensitive data and systems, and it enables
planning, oversight, funding, accountability, and
guidance across federal agencies.® CISA also
received a $334 million increase in funding after
the House Appropriations Homeland Security
Subcommittee approved a $2.93 billion budget.”

Blockchain Could Improve
Cybersecurity and Reduce Costs

In the past decade, there has been a sharp
increase in the use of blockchain technology
throughout several industries, with the most well-
known application being in the development of
cryptocurrencies like Bitcoin. Blockchain enables a
quick, trustworthy, and verifiable transfer of data
from one party to another without the need for
certification by a third party. Blockchain's most
innovative characteristics are high service
availability and data integrity. High service
availability allows a network to continue operating
even if a critical component fails, while data
integrity verifies the trustworthiness of incoming
and outgoing data. Due to blockchain’s unique
characteristics, it has evolved from a technology
that enables the transfer of cyptocurrencies to a
secure data storage method that is being
implemented in several industries and
governments.® Blockchain has also gained
popularity due to its use of Distributed-Ledger
Technology (DLT), which provides a decentralized
technological network to securely exchange
internet-based data between information
systems.’

While not on a large scale, blockchain has been
introduced to the U.S. Government through the
Department of Health and Human Services’ (HHS)

Accelerate program. Accelerate is used to manage
100,000 HHS contracts totaling around $25 billion
and is estimated to have saved HHS $720 million
at the point of purchase. The blockchain utilized in
Accelerate uses an indicator of unstructured data
instead of saving the actual data, which adds an
extra layer of security to the storage of personal
information.® Accelerate has been instrumental in
cutting costs and securing data for HHS, but there
is little consensus about the implementation of
blockchain throughout government agencies. For
blockchain to prove effective in government,
skeptics believe there needs to be a focus on
building right use cases and establishing a
scalable deployment approach.

Policy Recommendation

Due to the increasing number of cyberattacks, it is
essential that federal agencies implement new
cybersecurity methods to detect and defend
against attacks on stored data. While blockchain is
a new technology, it has proven to be a secure
storage method that can reduce contract fees for
federal agencies by eliminating the need for
certification by a third party. Some cybersecurity
experts remain skeptical of blockchain’s
implementation throughout federal agencies. Due
to the concerns of these experts, this policy brief
does not advocate for the immediate
implementation of blockchain throughout all
federal agencies. Blockchain has proved to be
effective in the case of Health and Human
Services, but the skeptics could be right about
blockchain only being effective in some cases
throughout the government. Instead of focusing on
the immediate implementation of blockchain, CISA
and other federal agencies conducting IT research
should focus their research on the development of
a sustainable blockchain model capable of
protecting and defending against future
cyberattacks.
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